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Introduction

Apps are changing the world, enriching peo-
ple’s lives, and enabling developers like you
to innovate like never before. As a result,
the App Store has grown into an exciting and
vibrant ecosystem for millions of developers
and more than a billion users. Whether you
are a first time developer or a large team of
experienced programmers, we are excited
that you are creating apps for the App Store
and want to help you understand our guide-
lines so you can be confident your app will
get through the review process quickly.

The guiding principle of the App Store is simple—
we want to provide a safe experience for users to
get apps and a great opportunity for all develop-
ers to be successful. We have updated the App
Review Guidelines with that principle in mind.
The guidelines themselves haven’t changed,
but they are better organized and provide more
context. On the following pages you will ind
guidelines arranged into five clear sections:
Safety, Performance, Business, Design, and
Legal. A few other points to keep in mind:

We have lots of kids downloading lots of apps.
Parental controls work great to protect kids,
but you have to do your part too. So know that
we're keeping an eye out for the kids.

SAFETY
Art by Mark Simmons

PERFORMANCE
Art by Ile Wolf
Lujan Fernandez

BUSINESS
Art by Shari Chankhamma

DESIGN
Art by Ben Jelter

LEGAL
Art by Malcolm Johnson

Cover art by Dailen Ogden

If your app looks like it was cobbled together in
a few days, or you're trying to get your first prac-
tice app into the store to impress your friends,
please brace yourself for rejection. We have lots
of serious developers who don’t want their quality
apps to be surrounded by amateur hour.

We will reject apps for any content or behavior
that we believe is over the line. What line, you
ask? Well, as a Supreme Court Justice once said,
“I'll know it when I see it”. And we think that you
will also know it when you cross it.

If you attempt to cheat the system (for example,
by trying to trick the review process, steal user
data, copy another developer’s work, or manip-
ulate ratings) your apps will be removed from
the store and you will be expelled from the
Developer Program.

We hope these new guidelines help you sail
through the App Review process, and that ap-
provals and rejections are more consistent
across the board. This is a living document; new
apps presenting new questions may result in new
rules at any time. Perhaps your app will trigger
this. We love this stuff too, and honor what you do.
We’re really trying ourbest to create the best plat-
form in the world for you to express your talents
and make a living, too.
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WHEN PEOPLE INSTALL
AN APP FROM THE
APP STORE, THEY WANT

TO FEEL CONFIDENT
THAT IT'S SAFE TO

| DO SO-

THAT THE APP DOESN'T

| CONTAIN UPSETTING OR

OFFENSIVE CONTENT,
WON'T DAMAGE THEIR
DEVICE, AND ISN'T LIKELY
TO CAUSE PHYSICAL
HARM FROM ITS USE.

WE'VE OUTLINED THE MAJOR PITFALLS
BELOW, BUT IF YOU'RE LOOKING TO SHOCK
AND OFFEND PEOPLE, THE APP STORE
ISN'T THE RIGHT PLACE FOR YOUR APP.
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APPS SHOULD NOT INCLUDE CONTENT
THAT 1S OFFENSIVE, INSENSITIVE,
UPSETTING, INTENDED TO DISGUST,
OR IN EXCEPTIONALLY POOR TASTE.

EXAMPLES OF SUCH CONTENT INCLUDE:




(.l (A) DEFAMATORY OR MEAN-
SPIRITED CONTENT, INCLUDING
REFERENCES OR COMMENTARY ABOUT
RELIGION, RACE, SEXUAL ORIENTATION,
GENDER, OR OTHER TARGETED
GROUPS, PARTICULARLY IF THE APP
1S LIKELY TO PLACE A TARGETED
INDIVIDUAL OR GROUP IN HARM'S WAY. . (.l C) DEPICTIONS
THAT ENCOURAGE ILLEGAL OR
RECKLESS USE OF WEAPONS
PROFESSIONAL POLITICAL SATIRISTS AND DANGEROUS OBJECTS,
AND HUMORISTS ARE GENERALLY = OR FACILITATE THE PURCHASE
EXEMPT FROM THIS REQUIREMENT. OF FIREARMS.

(.l B) REALISTIC PORTRAYALS
OF PEOPLE OR ANIMALS BEING
KILLED, MAIMED, TORTURED,
OR ABUSED, OR CONTENT
THAT ENCOURAGES VIOLENCE.
“ENEMIES” WITHIN THE
CONTEXT OF A GAME CANNOT
SOLELY TARGET A SPECIFIC
RACE, CULTURE, REAL GOVERN-
MENT, CORPORATION, OR ANY
OTHER REAL ENTITY.

(.l D) OVERTLY SEXUAL OR
PORNOGRAPHIC MATERIAL, DEFINED BY
WEBSTER'S DICTIONARY AS “EXPLICIT
DESCRIPTIONS OR DISPLAYS OF SEXUAL
ORGANS OR ACTIVITIES INTENDED
TO STIMULATE EROTIC RATHER THAN
AESTHETIC OR EMOTIONAL FEELINGS!”

(.l ) INFLAMMATORY
RELIGIOUS COMMENTARY OR
INACCURATE OR MISLEADING
QUOTATIONS OF RELIGIOUS TEXTS.

(.l (F) FALSE INFORMATION AND
FEATURES, INCLUDING INACCURATE
DEVICE DATA OR TRICK/JOKE FUNC-
TIONALITY, SUCH AS FAKE LOCATION
TRACKERS. STATING THAT THE APP
1S “FOR ENTERTAINMENT PURPOSES”
WON'T OVERCOME THIS GUIDELINE.
APPS THAT ENABLE ANONYMOUS OR
PRANK PHONE CALLS OR SMS/MMS
MESSAGING WILL BE RETJTECTED.
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(.2 USER-GENERATED CONTEI
Ny __/

APPS WITH USER-GENERATED
CONTENT PRESENT PARTIC-
ULAR CHALLENGES, RANGING
FROM INTELLECTUAL PROP-
ERTY INFRINGEMENT TO
ANONYAMOUS BULLYING.

TO PREVENT
ABUSE, APPS WITH
USER-GENERATED

CONTENT OR SOCIAL
NETWORKING SERVICES
MUST INCLUDE:

A METHOD FOR
FILTERING OBJTECTION-
ABLE MATERIAL FROM
BEING POSTED TO
THE APP.

A MECHANISM
TO REPORT OFFENSIVE
CONTENT AND TIMELY
RESPONSES TO
CONCERNS. PUBLISHED
CONTACT INFORMA-
TION SO USERS
CAN EASILY REACH

THE ABILITY Yo
TO BLOCK
ABUSIVE USERS
FROM THE
SERVICE.

APPS WITH USER-GENERATED
CONTENT OR SERVICES THAT
END UP BEING USED PRIMARILY
FOR PORNOGRAPHIC CONTENT,
OBJECTIFICATION OF REAL PEO-
PLE (E.G. "HOT-OR-NOT" VOTING),
MAKING PHYSICAL THREATS, OR
BULLYING DO NOT BELONG ON
THE APP STORE AND MAY BE
REMOVED WITHOUT NOTICE.

IF YOUR APP INCLUDES USER-GENERATED
CONTENT FROM A WEB-BASED SERVICE,
IT MAY DISPLAY INCIDENTAL MATURE
“NSFW” CONTENT, PROVIDED THAT THE
CONTENT IS HIDDEN BY DEFAULT AND
ONLY DISPLAYED WHEN THE USER
TURNS [T ON VIA YOUR WEBSITE.
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\ (.3 KIDS CATEGORY:

\\ Wy
THE KIDS CATEGORY 1S
A GREAT WAY FOR PEOPLE

TO EASILY FIND APPS
THAT ARE APPROPRIATE
FOR CHILDREN.
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IF YOU WANT
TO PARTICIPATE IN
THE KIDS CATEGORY,
YOoUu sHOULD Focus
ON CREATING A

GREAT EXPERIENCE

SPECIFICALLY FOR

YOUNGER USERS.

a

THESE APPS MUST NOT INCLUDE
LINKS OUT OF THE APP, PURCHASING
OPPORTUNITIES, OR OTHER DISTRAC-
TIONS TO KIDS UNLESS RESERVED
FOR A DESIGNATED AREA BEHIND

A PARENTAL GATE.

KEEP IN MIND THAT ONCE CUSTOMERS
EXPECT YOUR APP TO FOLLOW THE KIDS
CATEGORY REQUIREMENTS, IT WILL NEED

TO CONTINUE TO MEET THESE GUIDE-
LINES IN SUBSEQUENT UPDATES, EVEN IF
YOU DECIDE TO DESELECT THE CATEGORY.
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APPS IN THE KIDS CATEGORY MAY NOT
INCLUDE BEHAVIORAL ADVERTISING
(E.G. THE ADVERTISER MAY NOT SERVE
ADS BASED ON THE USER'S ACTIVITY),
AND ANY CONTEXTUAL ADS MUST BE
APPROPRIATE FOR YOUNG AUDIENCES.

YOU SHOULD ALSO PAY PARTICULAR

ATTENTION TO PRIVACY LAWS AROUND
THE WORLD RELATING TO THE COLLEC-
TION OF DATA FROM CHILDREN ONLINE.

= U
BE SURE TO REVIEW THE PRIVACY SECTION OF
THESE GUIDELINES FOR MORE INFORMATION.
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IF YOUR APP BEHAVES - Q

IN A WAY THAT RISKS -

PHYSICAL HARM, WE -~

MAY REJECT IT. FOR

EXAMPLE:

COULD PROVIDE INACCURATE DATA

= =
(4 (A) MEDICAL APPS THAT —_—
o~ ,

OR INFORMATION, OR THAT COULD BE
USED FOR DIAGNOSING OR TREATING
PATIENTS MAY BE REVIEWED WITH
GREATER SCRUTINY.

IF YOUR MEDICAL
APP HAS RECENED REG-
ULATORY CLEARANCE,
PLEASE SUBMIT A LINK TO
THAT DOCUMENTATION
WITH YOUR APP.

(.4 B) ODRUG DOSAGE CALCULATORS
MUST COME FROM THE DRUG MAN-
UFACTURER, A HOSPITAL, UNIVERSITY,
HEALTH INSURANCE COMPANY, OR
OTHER APPROVED ENTITY, OR RECEIVE
APPROVAL BY THE FDA OR ONE OF

ITS INTERNATIONAL COUNTERPARTS.
GIVEN THE POTENTIAL HARM TO PA-
TIENTS, WE NEED TO BE SURE THAT
THE APP WILL BE SUPPORTED AND
UPDATED OVER THE LONG TERM.

(.4 (C) APPS SHOULD NOT ENCOURAGE ILLEGAL
OR EXCESSIVE CONSUMPTION OF DRUGS OR AL-
COHOL; OR ENCOURAGE MINORS TO CONSUME
DRUGS, ALCOHOL, OR TOBACCO; AND FACILITAT-
ING THE SALE OF MARITUANA ISN'T ALLOWED.




(.4 @) APPS

MAY ONLY DISPLAY
DUl CHECKPOINTS THAT
ARE PUBLISHED BY LAW

ENFORCEMENT AGENCIES,
AND SHOULD NEVER
ENCOURAGE DRUNK DRIVING

OR OTHER RECKLESS

BEHAVIOR SUCH AS

EXCESSIVE SPEED.

PEOPLE NEED TO KNOW HOW
TO REACH YOU WITH QUES-
TIONS AND SUPPORT ISSUES.

MAKE SURE YOUR
SUPPORT URL IN-
CLUDES AN EASY
WAY TO REACH YOU.

FAILURE TO INCLUDE ACCURATE AND UP-
TO-DATE CONTACT INFORMATION NOT
ONLY FRUSTRATES CUSTOMERS, BUT MAY
VIOLATE THE LAW IN SOME COUNTRIES.

(.4 (E) APPS SHOULD NOT URGE
CUSTOMERS TO USE THEIR DEVIC-
ES IN A WAY THAT CONTRADICTS
SAFETY DOCUMENTATION FOR
APPLE HARDWARE, RISKING DAMAGE
TO THE DEVICE OR PHYSICAL HARM
TO PEOPLE. FOR EXAMPLE, APPS
SHOULD NOT ENCOURAGE PLACING
THE DEVICE UNDER A MATTRESS
OR PILLOW WHILE CHARGING.

ALSO ENSURE THAT WALLET PASSES
INCLUDE VALID CONTACT INFORMATION i
FROM THE ISSUER AND ARE SIGNED
WITH A DEDICATED CERTIFICATE AS-
SIGNED TO THE BRAND OR TRADEMARK
OWNER OF THE PASS.
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2.1 APP
COMPLETE-

SUBMISSIONS TO APP REVIEW
SHOULD BE FINAL VERSIONS

WITH ALL NECESSARY META-
DATA AND FULLY FUNCTIONAL
URLS INCLUDED; PLACEHOLDER K
TEXT, EMPTY WEBSITES, AND
OTHER TEMPORARY CONTENT
SHOULD BE SCRUBBED BEFORE
SUBMISSION.



MAKE SURE YOUR APPHAS BEEN TESTED
ON-DEVICE FOR BUGS AND STABILITY
BEFORE YOU SUBMIT IT, AND INCLUDE
DEMO ACCOUNT INFO (AND TURN
ON YOUR BACK-END SERVICE/)
IF YOUR APP INCLUDES A
LOGIN.

IF YOU OFFER IN-APP
PURCHASES IN YOUR APP, MAKE SURE
THEY ARE COMPLETE, UP-TO-DATE, AND VISIBLE
TO THE REVIEWER, OR THAT YOU EXPLAIN WHY NOT IN YOUR
REVIEW NOTES. PLEASE DON'T TREAT APP REVIEW AS A SOFTWARE
TESTING SERVICE. WE WILL REJECT INCOMPLETE APP BUNDLES AND
BINARIES THAT CRASH OR EXHIBIT OBVIOUS TECHNICAL PROBLEMS.

BETAS, AND TRIAL
VERSIONS OF YOUR
APP DON'T BELONG
ON THE APP STORE-
USE TESTFLIGHT
INSTEAD.

ANY APP
SUBMITTED FOR
BETA DISTRIBUTION VIA
TESTFLIGHT SHOULD BE
INTENDED FOR PUBLIC
DISTRIBUTION AND SHOULD
COMPLY WITH THE
APP REVIEW GUIDELINES.

NOTE, HOWEVER, THAT APPS USING
TESTFLIGHT CANNOT BE DISTRIB-
UTED TO TESTERS IN EXCHANGE
FOR COMPENSATION OF ANY KIND;,
INCLUDING AS A REWARD FOR
CROWD-SOURCED FUNDING.

SIGNIFICANT UPDATES TO
YOUR BETA BUILD SHOULD BE

SUBMITTED TO TESTFLIGHT APP
REVIEW BEFORE BEING DISTRIB-
UTED TO YOUR TESTERS.
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(2.3 ACCURATE METADATA: )’I

7 & |
/

CUSTOMERS SHOULD
KNOW WHAT THEY’RE
GETTING WHEN THEY
DOWNLOAD OR BUY
YOUR APP, SO MAKE
SURE YOUR APP DE-
SCRIPTION, SCREEN-
SHOTS, AND PREVIEWS
ACCURATELY REFLECT
THE APP’S CORE EXPE-
RIENCE AND REMEM-
BER TO KEEP THEM
UP-TO-DATE WITH NEW
VERSIONS.

DON’T INCLUDE ANY
HIDDEN OR UNDOCUMENTED
FEATURES IN YOUR APP; YOUR
APP’S FUNCTIONALITY SHOULD BE
CLEAR TO END-USERS AND APP REVIEW.
EGREGIOUS OR REPEATED BEHAVIOR IS
GROUNDS FOR REMOVAL FROM THE
DEVELOPER PROGRAM. WE WORK HARD
TO MAKE THE APP STORE A TRUST-
WORTHY ECOSYSTEM AND EXPECT OUR
APP DEVELOPERS TO FOLLOW SUIT;
IF YOU'RE DISHONEST, WE DON'T
WANT TO DO BUSINESS WITH
YOu.

2.3 (B) IF YOUR APP
INCLUDES IN-APP PUR-
CHASES, MAKE SURE
YOUR APP DESCRIP-
TION, SCREENSHOTS,
AND PREVIEWS CLEARLY
INDICATE WHETHER ANY
FEATURED ITEMS, LEVELS,
SUBSCRIPTIONS, ETC.
REQUIRE ADDITIONAL
PURCHASES.

2.3 (C) SCREENSHOTS
SHOULD SHOW THE APP IN
USE, AND NOT MERELY THE
TITLE ART, LOG-IN PAGE,

OR SPLASH SCREEN. 4 l ‘ l l ‘

2.3 (D) PREVIEWS ARE A GREAT WAY
FOR CUSTOMERS TO SEE WHAT YOUR
APP LOOKS LIKE AND WHAT IT DOES.

TO ENSURE PEOPLE UNDERSTAND WHAT THEY’LL BE
GETTING WITH YOUR APP, PREVIEWS MAY ONLY USE
VIDEO SCREEN CAPTURES OF THE APP ITSELF. YOU
CAN ADD NARRATION AND VIDEO OR TEXTUAL OVER-
LAYS TO HELP EXPLAIN ANYTHING THAT ISN’T CLEAR
FROM THE VIDEO ALONE.




2.3 (E) SELECT THE MOST APPROPRI-

ATE CATEGORY FOR YOUR APP, AND
CHECK OUT THE APP STORE CATEGO-
RY DEFINITIONS IF YOU NEED HELP.
IF YOU'RE WAY OFF BASE, WE MAY
CHANGE THE CATEGORY
FOR YOU.

ANSWER THE
AGE RATING QUESTIONS IN

THAT YOUR APP ALIGNS PROPERLY
WITH PARENTAL CONTROLS.

IF YOUR APP IS MIS-RATED, CUSTOM-
ERS MIGHT BE SURPRISED BY WHAT
THEY GET, OR IT COULD TRIGGER
AN INQUIRY FROM GOVERNMENT
REGULATORS.

2.3 (H) METADATA SHOULD BE APPROPRIATE FOR ALL
AUDIENCES, SO MAKE SURE YOUR ICONS, SCREEN-
SHOTS, AND PREVIEWS ADHERE TO A 4+ AGE RATING
EVEN IF YOUR APP IS RATED HIGHER. FOR EXAMPLE, IF
YOUR APP IS A GAME THAT INCLUDES VIOLENCE, SE-

AND ICONS (SMALL, LARGE, APPLE WATCH APP, ETC.),
ARE SIMILAR TO AVOID CREATING CONFUSION.

LECT IMAGES THAT DON’T DEPICT A GRUESOME DEATH
OR A GUN POINTED AT A SPECIFIC CHARACTER. REMEM-
BER TO ENSURE YOUR METADATA, INCLUDING APP NAME

2.3 (J) MAKE SURE YOUR
APP IS FOCUSED ON THE
10S, MAC, APPLE TV OR

APPLE WATCH EXPERIENCE,

AND DON’T INCLUDE
NAMES, ICONS, OR IM-
AGERY OF OTHER MOBILE
PLATFORMS IN YOUR APP
OR METADATA, UNLESS
THERE IS SPECIFIC,
APPROVED INTERACTIVE
FUNCTIONALITY.

2.3 (@) CHOOSE A UNIQUE APP
NAME,; ASSIGN KEYWORDS THAT
ACCURATELY DESCRIBE YOUR APP,
AND DON’T TRY TO PACK ANY OF YOUR
METADATA WITH TRADEMARKED TERMS,
POPULAR APP NAMES, OR OTHER
IRRELEVANT PHRASES JUST TO GAME
THE SYSTEM. APPLE MAY MODIFY
INAPPROPRIATE KEYWORDS AT
ANY TIME.

2.3 (D YOU ARE RESPONSIBLE
FOR SECURING THE RIGHTS TO
USE ALL MATERIALS IN YOUR
APP ICONS, SCREENSHOTS, AND
PREVIEWS, AND YOU SHOULD
DISPLAY FICTIONAL ACCOUNT
INFORMATION INSTEAD OF DATA
FROM A REAL PERSON.




2.4 HARDWARE COMPATIBILITY:

2.4 (B) DESIGN YOUR
APP TO USE POWER EF-
FICIENTLY. APPS SHOULD
NOT RAPIDLY DRAIN
BATTERY, GENERATE EX-
CESSIVE HEAT, OR PUT
UNNECESSARY STRAIN
ON DEVICE RESOURCES.

2.4 (C) PEOPLE SHOULD BE ABLE TO USE
YOUR APPLE TV APP WITHOUT THE NEED
FOR HARDWARE INPUTS BEYOND THE
SIRI REMOTE OR THIRD PARTY GAME
CONTROLLERS, BUT FEEL FREE TO PRO-
VIDE ENHANCED FUNCTIONALITY WHEN
OTHER PERIPHERALS ARE CONNECTED.

2.4 (A) TO ENSURE PEOPLE GET THE MOST
OUT OF YOUR APP, IPHONE APPS SHOULD
RUN ON IPAD WHENEVER POSSIBLE. WE
ENCOURAGE YOU TO CONSIDER BUILDING
UNIVERSAL APPS SO CUSTOMERS CAN USE
THEM ON ALL OF THEIR DEVICES.

2.4 (D) APPS SHOULD NEVER
SUGGEST OR REQUIRE A
RESTART OF THE DEVICE.

2.5 (B) APPS
SHOULD BE
SELF-CONTAINED
IN THEIR BUNDLES,
AND MAY NOT

READ OR WRITE *
DATA OUTSIDE / R\ o
THE DESIGNATED il o
CONTAINER AREA, / :
NOR MAY THEY
DOWNLOAD,
INSTALL, OR
EXECUTE CODE,
INCLUDING OTHER

108, WATCHOS,
MAC Os X, OR
TVOS APPS.



2.5 (C) APPS THAT
TRANSMIT VIRUSES,
FILES, COMPUTER CODE,
OR PROGRAMS THAT
MAY HARM OR DISRUPT
THE NORMAL OPERATION
OF THE OPERATING
SYSTEM AND/OR HARD-
WARE FEATURES, INCLUD-
ING PUSH NOTIFICATIONS
AND GAME CENTER, WILL
BE REJECTED. EGREGIOUS
VIOLATIONS AND REPEAT
BEHAVIOR WILL RESULT
IN REMOVAL FROM THE
DEVELOPER PROGRAM.

2.5 (D) MULTITASKING
APPS MAY ONLY USE
BACKGROUND SERVICES
FOR THEIR INTENDED
PURPOSES: VOIP, AUDIO
PLAYBACK, LOCATION,
TASK COMPLETION;,
LOCAL NOTIFICATIONS,

ETC. IF YOUR APP USES
LOCATION BACKGROUND
MOPDE, INCLUDE A RE-
MINDER THAT DOING SO
MAY DRAMATICALLY DE-
CREASE BATTERY LIFE.

2.5 (E) WE WILL BE REVIEWING
ON AN IPV6e NETWORK, SO IF
YOUR APP ISN'T COMPATIBLE
WITH THE IPV6 ADDRESSING,
IT MAY FAIL DURING REVIEW.

2.5 (F) APPS THAT BROWSE THE
WEB MUST USE THE APPROPRI-
ATE WEBKIT FRAMEWORK AND
WEBKIT JAVASCRIPT.

2.5 (&) VIDEO STREAMING
CONTENT OVER A CELLULAR
NETWORK LONGER THAN

10 MINUTES MUST USE
HTTP LIVE STREAMING AND
INCLUDE A BASELINE 192
KBPS HTTP LIVE STREAM.

2.5 (H) APPS THAT

CREATE ALTERNATE

DESKTOP/HOME SCREEN
ENVIRONMENTS

OR SIMULATE MULTI-APP

WIDGET EXPERIENCES

WILL BE REJECTED.
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2.5 (I) APPS THAT ALTER THE FUNC- g
TIONS OF STANDARD SWITCHES, /
SUCH AS THE VOLUME UP/DOWN AND :
RING/SILENT SWITCHES, OR OTHER /
NATIVE USER INTERFACE ELEMENTS
OR BEHAVIORS WILL BE REJECTED.  2:5 () APPS SHOULD NOT BE g
SUBMITTED WITH EMPTY AD BAN- \ 7
~ : NERS OR TEST ADVERTISEMENTS.
END.

—
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THERE ARE MANY WAYS
TO MONETIZE YOUR APP ON
THE APP STORE. IF YOUR
BUSINESS MODEL ISN'T
OBVIOUS, MAKE SURE TO
EXPLAIN IN ITS METADATA
AND APP REVIEW NOTES.

IF WE CAN'T UNDERSTAND HOW YOUR
APP WORKS OR YOUR IN-APP PURCHASES
AREN'T IMMEDIATELY OBVIOUS, IT WILL
DELAY YOUR REVIEW AND MAY TRIGGER
A RETECTION.

AND WHILE PRICING IS UP TO
YoUu, WE WON'T DISTRIBUTE
APPS AND IN-APP PURCHASE
ITEMS THAT ARE CLEAR
RIP-OFFS. WE'LL REJECT
EXPENSIVE APPS THAT TRY
TO CHEAT USERS WITH
IRRATIONALLY HIGH PRICES.

IF WE FIND THAT You /
HAVE ATTEMPTED TO
MANIPULATE REV(Ews, S ENEARS VL LI

N YO = : PARTY SERVICES TO DO SO
=7/ ON YOUR BEHALF,

.y

7/
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INFLATE YOUR CHART A ‘ T T
RANKINGS WITH PAID, Y WE WILL TAKE STEPS TO
INCENTIVIZED, FILTERED, PRESERVE THE INTEGRITY
OR FAKE FEEDBACK, /\ OF THE APP STORE, WHICH
MAY INCLUDE EXPELLING
YOU FROM THE
DEVELOPER PROGRAM.
/ i T



3./ PAYMENTS:
3.1 (A) IN-APP PURCHASE:

IF YOU WANT TO UNLOCK FEATURES
OR FUNCTIONALITY WITHIN YOUR APP,
(BY WAY OF EXAMPLE: SUBSCRIPTIONS,
IN-GAME CURRENCIES, GAME LEVELS,
ACCESS TO PREMIUM CONTENT, OR UN-
LOCKING A FULL VERSION), YOU MUST ——'
USE IN-APP PURCHASE. APPS MAY NOT ANY CREDITS OR IN-GAME
INCLUDE BUTTONS, EXTERNAL LINKS, CURRENCIES PURCHASED VIA 1AP
OR OTHER CALLS TO ACTION THAT MUST BE CONSUMED WITHIN THE
DIRECT CUSTOMERS TO PURCHASING APP AND MAY NOT EXPIRE, AND YoU
MECHANISMS OTHER THAN IAP. SHOULD MAKE SURE YOU HAVE A
RESTORE MECHANISM FOR ANY
RESTORABLE IN-APP PURCHASES.
PLEASE REMEMBER TO ASSIGN THE
CORRECT PURCHASABILITY TYPE
OR YOUR APP WILL BE REJTECTED.
APPS SHOULD NOT DIRECTLY
OR INDIRECTLY ENABLE GIFTING
OF |1AP CONTENT, FEATURES, OR
CONSUMABLE ITEMS TO OTHERS.

AUTO-RENEWING
SUBSCRIPTIONS
SHOULD ONLY BE
OFFERED USING IN-APP
PURCHASE AND MAY
ONLY BE USED FOR...

PERIODICALS (E.6. NEWSPAPERS, MAG-
AZINES), BUSINESS APPS (E.6. ENTER- ~ ‘
PRISE, PRODUCTIVITY, PROFESSIONAL THESE SUBSCRIPTIONS MUST

CREATIVE, CLOUD STORAGE), MEDIA LAST A MINIMUM OF 7 DAYS...
APPS (E.6. VIDEO, AUDIO, VOICE, PHOTO
SHARING), AND OTHER APPROVED SER-
VICES (E.6. DATING, DIETING, WEATHER).

..AND BE ACCESSIBLE FROM
ALL OF THE USER'S DEVICES
WHERE THE APP IS AVAILABLE.

YOU MAY OFFER SUBSCRIPTIONS THAT ARE
SHARED ACROSS YOUR OWN APPS, BUT
THESE SUBSCRIPTIONS MAY NOT EXTEND
TO THIRD PARTY APPS OR SERVICES.
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3.1 (C) CONTENT-BASED “READER” APPS:

7 1o

ES, VOIF, CLOUD STORAGE,

APPS MAY ALLOW A USER TO ACCESS PREVIOUSLY
PURCHASED CONTENT OR SUBSCRIPTIONS (SPECIFI-
CALLY: MAGAZINES, NEWSPAPERS, BOOKS, AUDIO,
MUSIC, VIDEO, ACCESS TO PROFESSIONAL DATABAS-

AND APPROVED SERVICES SUCH AS EDUCATIONAL

APPS THAT MANAGE STUDENT GRADES AND SCHED-

ULES), PROVIDED THE APP DOES NOT DIRECT USERS
TO A PURCHASING MECHANISM OTHER THAN AP,

3.1 (D) CONTENT CODES:

P =
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APPS MAY NOT USE
THEIR OWN MECHANISMS
TO UNLOCK CONTENT OR
FUNCTIONALITY, SUCH AS

LICENSE KEYS, AUGMENTED

REALITY MARKERS,

QR CODES, ETC.

IN LIMITED CIRCUMSTANCES,
SUCH AS WHEN FEATURES ARE DE-
PENDENT UPON SPECIFIC HARDWARE
TO FUNCTION, THE APP MAY UNLOCK
THAT FUNCTIONALITY WITHOUT
Js g by USING IN-APP PURCHASE

inine

(E.6. AN ASTRONONMY APP
THAT ADDS FEATURES WHEN
SYNCED WITH A TELESCOPE).
APP FEATURES THAT WORK IN

COMBINATION WITH AN AP-
PROVED PHYSICAL PRODUCT
(SUCH AS A TOY)...

> %
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..ON AN OPTIONAL
3 BASIS MAY UNLOCK

4 ;. FUNCTIONALITY WITHOUT

3 USING |1AP, PROVIDED THAT
AN |1AP OPTION IS AVAIL-
\ ABLE AS WELL.

3.1 (E) PHYSICAL GOODS AND SERVICES OUTSIDE OF THE APP:

APPS MAY FACILITATE TRANSMISSION
OF APPROVED VIRTUAL CURRENCIES
(E.6. BITCOIN, DOGECOIN)
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IF YOUR APP ENABLES PEOPLE TO PURCHASE GOODS
OR SERVICES THAT WILL BE CONSUMED OUTSIDE OF
THE APP, YOU MUST USE PURCHASE METHODS OTHER
THAN |AP TO COLLECT THOSE PAYMENTS, SUCH AS
APPLE PAY OR TRADITIONAL CREDIT CARD ENTRY.

YOoU MAY NOT, HOWEVER,
REQUIRE USERS TO PURCHASE N
UNRELATED PRODUCTS OR
ENGAGE IN ADVERTISING OR
MARKETING ACTIVITIES TO UN-
LOCK APP FUNCTIONALITY.

0
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PROVIDED THAT THEY DO
SO IN COMPLIANCE WITH ALL
STATE AND FEDERAL LAWS FOR
THE TERRITORIES IN WHICH
THE APP FUNCTIONS.
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APPS USING
APPLE PAY MUST PRO-
VIDE ALL MATERIAL PURCHASE
INFORMATION TO THE USER PRIOR
TO SALE OF ANY GOOD OR SERVICE
AND MUST USE APPLE PAY BRANDING
\ AND USER INTERFACE ELEMENTS
CORRECTLY, AS DESCRIBED IN THE
APPLE PAY IDENTITY GUIDELINES
9 AND HUMAN INTERFACE
GUIDELINES.

APPS
USING APPLE PAY
TO OFFER RECURRING
PAYMENTS MUST, AT A
MINIMUM, DISCLOSE
THE FOLLOWING
INFORMATION:

THE ACTUAL CHARGES THAT WILL
BE BILLED TO THE CUSTOMER; AND




| ‘ 3.2 OTHER BUSINESS MODEL ISSUES:

Il

[N

e THE LISTS BELOW ARE NOT EX-
HAUSTIVE, AND YOUR SUBMISSION
MAY TRIGGER A CHANGE OR UP-
(% DATE TO OUR POLICIES, BUT HERE
Q ARE SOME ADDITIONAL DO'S AND
DON'TS TO KEEP IN MIND:

/

NI G s

= / () DISPLAYING YOUR
| | —= ; OWN APPS FOR PUR-
/ CHASE OR PROMOTION
- WITHIN YOUR APP, PRO-
QE Wil VIDED THE APP IS NOT
= l/ 5 MERELY A CATALOG OF
¥ 3 YOUR APPS.
o
_

~—

Y

N

) DISPLAYING OR RECOMMEND- '
ING A COLLECTION OF THIRD PAR-

TY APPS THAT ARE DESIGNED FOR

A SPECIFIC APPROVED NEED (EG.

HEALTH MANAGEMENT, AVIATION,

ACCESSIBILITY). YOUR APP SHOULD

PROVIDE ROBUST EDITORIAL CON-

TENT SO THAT IT DOESN'T SEEM

LIKE A MERE STOREFRONT. (Il) DISABLING ACCESS TO SPECIFIC AP-

PROVED RENTAL CONTENT (E.G. FILMS,
TELEVISION PROGRAMS, MUSIC, BOOKS)
AFTER THE RENTAL PERIOD HAS EX-
PIRED; ALL OTHER ITEMS AND SERVICES
MAY NOT EXPIRE.

§) _\\“\ (V) WALLET PASSES CAN BE USED TO
= N MAKE OR RECEIVE PAYMENTS, TRANS-

iy % MIT OFFERS, OR OFFER IDENTIFICATION
(SUCH AS MOVIE TICKETS, COUPONS, B—1
AND VIP CREDENTIALS). OTHER USES §F— |
MAY RESULT IN THE RETJTECTION OF THE
APP AND THE REVOCATION OF WALLET
CREDENTIALS.

BT =i £

(V) INSURANCE APPS MUST BE FREE,
IN LEGAL COMPLIANCE IN THE REGIONS
DISTRIBUTED, AND CANNOT USE IAP.




[

3.2 (B) UNACCEPTABLE:

< Wi

(I) CREATING AN INTERFACE FOR
DISPLAYING THIRD PARTY APPS,
EXTENSIONS, OR PLUG-INS SIMILAR & ( 1/

TO THE APP STORE OR AS A \
GENERAL-INTEREST COLLECTION.

MONETIZING
BUILT-IN CAPABILI-
TIES PROVIDED BY THE
HARDWARE OR OPERATING
SYSTEM, SUCH AS PUSH
NOTIFICATIONS, THE CAM-
ERA, OR THE GYROSCOPE;
OR APPLE SERVICES,
SUCH AS APPLE MUSIC
ACCESS OR ICLOUD
STORAGE.

Al ARTIFICIALLY IN-
CREASING THE NUMBER
OF IMPRESSIONS OR
CLICK-THROUGHS OF
ADS, AS WELL AS APPS
THAT ARE DESIGNED
PREDOMINANTLY FOR
THE DISPLAY OF ADS.

(V) COLLECTING FUNDS WITHIN THE
APP FOR CHARITIES AND FUNDRAISERS.

%’//’__/,’-—
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APPS THAT SEEK TO o
RAISE MONEY FOR sUCH YR\
CAUSES MUST BE FREE
ON THE APP STORE AND

MAY ONLY COLLECT
FUNDS OUTSIDE OF THE
APP, SUCH AS VIA SAFARI
OR SMS.
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|
]
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(V) ARBITRARILY RESTRICTING WHO MAY USE
THE APP, SUCH AS BY LOCATION OR CARRIER.

, =
it










FOR EXAMPLE,
THE HOMEKIT FRAMEWORK
SHOULD PROVIDE HOME
AUTOMATION SERVICES; AND
HEALTHKIT SHOULD BE USED FOR
\ HEALTH AND FITNESS PURPOSES
AND INTEGRATE WITH THE
4.2(B) OTHER HEALTH APP.
THAN CATALOGS, .
WHICH HAVE A DEDICATED
CATEGORY, APPS SHOULDN'T
PRIMARILY BE MARKETING
MATERIALS, ADVERTISEMENTS,
WEB CLIPPINGS, CONTENT
AGGREGATORS, OR A
COLLECTION OF
LINKS.

4.2©)

YOUR APP SHOULD
WORK ON (TS OWN
WITHOUT RERUIRING
INSTALLATION OF
ANOTHER APP TO
FUNCTION.

4.2(D) APPLE WATCH APPS THAT APPEAR
TO BE A WATCH FACE ARE CONFUSING,
BECAUSE PEOPLE WILL EXPECT THEM
TO WORK WITH DEVICE FEATURES
SUCH AS SWIPES, NOTIFICATIONS, AND A\
THIRD PARTY COMPLICATIONS.

AS AN APP INTERFACE (5
A TIDE CLOCK FOR SURFERS), BU
YOUR APP COMES TOO CLOSE TO R‘E—
SEMBLING A WATCH FACE,
RETECT T

4.2(B) APPS THAT ARE PRIMARILY
ICLOUD AND ICLOUD PRIVE FILE MANAG-

ERS NEED TO INCLUDE ADDITIONAL APP
FUNCTIONALITY TO BE APPROVED.




DON'T CREATE MULTIPLE BUNDLE 105
OF THE SAME APP. IF YOUR APP HAS
DIFFERENT VERSIONS FOR SPECIFIC
LOCATIONS, SPORTS TEAMS,
UNIVERSITIES, ETC,

ALSO AVOID PILING ON
TO A CATEGORY THAT
1S ALREADY SATU-
RATED;

CONSIDER SUBMIT-
TING A SINGLE APP
AND PROVIDE THE VARI-
ATIONS USING IN-APP \'

PURCHASE.

)

THE APP STORE
HAS ENOUGH FART,
BURF, FLASHLIGHT, AND
KAMA SUTRA APPS
ALREADY.

4.9 EXTENSIONS:
APPS HOSTING OR
CONTAINING EXTENSIONS
MUST COMPLY WITH THE APP
EXTENSION PROGRAMMING
Guibe

AND SHOULD
INCLUDE SOME FUNC-
TIONALITY, SUCH AS HELP
SCREENS AND SET TINGS
INTERFACES WHERE
D, =

SPAMMING
THE STORE MAY LEAD
TO YOUR REMOVAL
FROM THE
DEVELOPER PROGRAM.



PROVIDE
KEYBOARD INPUT

PROVIDE A
METHOD FOR PRO-
GRESSING TO THE
NEXT KEYBOARD;

\
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PROVIDE NUMBER
AND DECIMAL KEYBOARD
TYPES AS DESCRIBED IN
THE APP EXTENSION PRO-

GRAMMING GUIDE;

HAVE A PRIMARY
CATEGORY OF UTILITIES
WHEN THE KEYBOARD
1S THE MAIN POINT OF
THE APP; AND...




4.5(B) THE APPLE MUSIC APl LETS
| cusTOoMERS ACCESS THEIR SUB-
SCRIPTION WHILE USING YOUR
| APP. USERS MUST INITIATE THE
| STREAM AND BE ABLE TO NAVI-
GATE PLAYBACK USING STAN-
DARD MEDIA CONTROLS
USE APPROVED SUCH AS. “PLA)Z " \PAUSE," APPS
APPLE RSS FEEDS SKIP; mAy Aot |
SUCH AS THE AUTOMATE
ITUNES STORE THESE ACTIONS. |
RSS FEED, ‘ MOREOVER, YOUR APP |
MAY NOT REQUIRE |
PAYMENT OR
INDIRECTLY MONETIZE |
ACCESS TO THE
APPLE MUSIC SERVICE
(E.G. IN-APP PUR-
CHASE, ADVERTIS- |
ING, REQUEST-
ING USER
INFO).

4.5 APPLE SITES AND SERVICES:

4.5(A) APPS MAY

BUT MAY
NOT SCRAPE ANY
INFORMATION FROM APPLE
SITES (EG. APPLECOM,
THE ITUNES STORE,

APP STORE, ITUNES CONNECT,
DEVELOPER PORTAL, ETC.) OR
CREATE RANKINGS USING
THIS INFORMATION.

Do NOT
ATTEMPT TO REVERSE
LOOKUR, TRACE, RELATE,
ASSOCIATE, MINE, HARVEST, OR
OTHERWISE EXPLOIT PLAYER
05, ALIASES, OR OTHER INFOR-

4.5(C) DO NOT USE APPLE
SERVICES TO SPAM, PHISH, OR
SEND UNSOLICITED MESSAG-
ES TO CUSTOMERS, INCLUD-
ING GAME CENTER, PUSH
NOTIFICATIONS, ETC.

.OR TO SEND SEN-

N SITIVE PERSONAL
-] OR CONFIDENTIAL

INFORMATION.

MATION OBTAINED THROUGH
GAME CENTER, OR YOU WILL
BE REMOVED FROM THE
DEVELOPER PROGRAM.

4.5(D) PUSH
NOTIFICATIONS MUST
NOT BE RERUIRED FOR

THE APP TO FUNCTION, AND
SHOULD NOT BE USED FOR
ADVERTISING, PROMOTIONS,

OR DIRECT MARKETING

PURPOSES... 4.5(E) ONLY USE
GAME CENTER
PLAYER IDS IN
A MANNER AP-
PROVED BY THE
GAME CENTER
TERMS AND DO
NOT DISPLAY
THEM IN THE
APP OR TO ANYY
THIRD PARTY.




APPS MUST COMPLY WITH ALL LEGAL
REQUIREMENTS IN ANY LOCATION WHERE
YOU MAKE THEM AVAILABLE (IF YOU'RE
NOT SURE, CHECK WITH A LAWYER). WE
KNOW THIS STUFF |S COMPLICATED,
BUT IT IS YOUR RESPONSIBILITY TO
UNDERSTAND AND MAKE SURE YOUR APP
CONFORMS WITH ALL LOCAL LAWS, NOT
JUST THE GUIDELINES BELOW. AND OF
COURSE, APPS THAT SOLICIT, PROMOTE,
OR ENCOURAGE CRIMINAL OR CLEARLY

RECKLESS BEHAVIOR WILL BE REJTECTED. .




- PROTECTING USER PRIVACY 1S
PARAMOUNT IN THE APPLE ECOSYS-
\ TEM, AND YOU SHOULD USE CARE WHEN
HANDLING PERSONAL DATA TO ENSURE
YOU'VE COMPLIED WITH APPLICABLE LAWS
AND THE TERMS OF THE APPLE DEVELOPER
PROGRAM LICENSE AGREEMENT, NOT TO
MENTION CUSTOMER EXPECTATIONS.
MORE PARTICULARLY:

5./ (A) DATA COLLECTION & STORAGE:

(I) APPS THAT COLLECT USER DATA MUST
HAVE A PRIVACY POLICY AND SECURE
USER CONSENT FOR THE COLLECTION.
THIS INCLUDES-BUT ISN'T LIMITED TO-
APPS THAT IMPLEMENT HEALTHKIT OR
OTHER HEALTH/MEDICAL TECHNOLOGIES,
HOMEKIT, KEYBOARD EXTENSIONS,

APPLE PAY, INCLUDE A LOG-IN, OR ACCESS
USER DATA FROM THE DEVICE (E.G. LOCA-
TION, CONTACTS, CALENDAR, ETC.).

) IF YOUR APP DOESN'T INCLUDE
SIGNIFICANT ACCOUNT-BASED
FEATURES, LET PEOPLE USE IT
WITHOUT A LOG-IN.

APPS MAY NOT REQUIRE
USERS TO ENTER PER-
SONAL INFORMATION TO
FUNCTION, EXCEPT WHEN
DIRECTLY RELEVANT TO
THE CORE FUNCTIONALITY
OF THE APP OR REQUIRED
BY LAW.

(lll) DEVELOPERS THAT
USE THEIR APPS TO SURREP-
TITIOUSLY DISCOVER PASS-
WORDS OR OTHER PRIVATE DATA
WILL BE REMOVED FROM THE
DEVELOPER PROGRAM.
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5./ B) DATA USE & SHARING:

(1) DATA
COLLECTED FROM
APPS MAY NOT BE USED
OR SHARED WITH THIRD
PARTIES FOR PURPOSES
UNRELATED...

() APPS CANNOT USE OR TRANSMIT
SOMEONE'S PERSONAL DATA WITHOUT
FIRST OBTAINING THEIR PERMISSION
AND PROVIDING ACCESS TO INFORMA-
TION ABOUT HOW AND WHERE THE
DATA WILL BE USED.

tZs»
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.. TO IMPROVING THE USER EXPERI-
ENCE OR SOFTWARE/HARDWARE PERFOR-
MANCE CONNECTED TO THE APP'S FUNC-
TIONALITY, OR TO SERVE ADVERTISING IN
COMPLIANCE WITH THE APPLE DEVELOPER

PROGRAM LICENSE AGREEMENT.

() DATA GATHERED FROM THE HOMEKIT API
MAY NOT BE USED FOR ADVERTISING OR
OTHER USE-BASED DATA MINING.

(V) APPS US-

ING APPLE PAY MAY ONLY
SHARE USER DATA ACQUIRED
VIA APPLE PAY WITH THIRD
PARTIES TO FACILITATE OR IM-
PROVE DELIVERY OF GOODS
AND SERVICES.




. m APPS
5.0 (€) HEALTH AND HEALTH RESEARCH: UL L2 5.x- S OR OTHER
DISCLOSE TO THIRD PAR- USE-BASED DATA
TIES DATA GATHERED IN THE ~ MINING PURPOSES OTHER
HEALTH, FITNESS, AND MEDICAL HEALTH, FITNESS, AND MEDICAL  THAN IMPROVING HEALTH
DATA ARE ESPECIALLY SENSITIVE RESEARCH CONTEXT-INCLUD- ~ MANAGEMENT, OR FOR THE
AND APPS IN THIS SPACE HAVE SOME ING FROM THE HEALTHKIT AP, PURPOSE OF HEALTH RE-
ADDITIONAL RULES TO MAKE SURE MOTION AND FITNESS, OR SEARCH, AND THEN ONLY
CUSTOMER PRIVACY IS PROTECTED: HEALTH-RELATED HUMAN WITH PERMISSION.
SUBTECT RESEARCH-FOR
ADVERTISING

) APPS CONDUCTING HEALTH-RELATED
HUMAN SUBTECT RESEARCH MUST
OBTAIN CONSENT FROM PARTICIPANTS
OR, IN THE CASE OF MINORS, THEIR
PARENT OR GUARDIAN. SUCH CONSENT
MUST INCLUDE THE...

() APPS MUST NOT WRITE FALSE

OR INACCURATE DATA INTO HEALTHKIT OR
ANY OTHER MEDICAL RESEARCH OR HEALTH
MANAGEMENT APPS, AND MAY NOT STORE
PERSONAL HEALTH INFORMATION IN ICLOUD.

(IV) APPS CONDUCTING HEALTH-RELATED
(BBE)::FOI'?SE?F%R‘EF?—!’ERI;T;?F; CA":JAIL HUMAN SUBTECT RESEARCH MUST SECURE
7 APPROVAL FROM AN INDEPENDENT ETHICS

7 REVIEW BOARD. PROOF OF SUCH APPROVAL
(C) INFORMATION ABOUT CONFI- / MUST BE PROVIDED UPON REQUEST.
DENTIALITY AND HANDLING OF
DATA (INCLUDING ANY SHARING
WITH THIRD PARTIES);

/
/ (D) A POINT OF CONTACT FOR
i/ Ik PARTICIPANT QUESTIONS; AND...

(E) THE WITHDRAWAL PROCESS.




5./ D) KIDS: FOR MANY REASONS, IT IS CRITI-
CAL TO USE CARE WHEN DEALING WITH PERSON-
AL DATA FROM KIDS, AND WE ENCOURAGE YOU TO
CAREFULLY REVIEW ALL THE REQUIREMENTS FOR
COMPLYING WITH LAWS LIKE THE CHILDREN'S

(] ONLINE PRIVACY PROTECTION ACT (“COPPA") AND

APPS MAY
ASK FOR BIRTHDATE
AND PARENTAL CONTACT
INFORMATION ONLY FOR THE
PURPOSE OF COMPLYING WITH
THESE STATUTES, BUT MUST
INCLUDE SOME USEFUL FUNC-
TIONALITY OR ENTERTAIN-
MENT VALUE REGARDLESS
OF A PERSON'S AGE.

MOREOVER, APPS IN THE KIDS CATEGORY
OR THOSE THAT COLLECT, TRANSMIT, OR
HAVE THE CAPABILITY TO SHARE PERSONAL
INFORMATION (E.6. NAME, ADDRESS, EMAIL,
LOCATION, PHOTOS, VIDEOS, DRAWINGS,
THE ABILITY TO CHAT, OTHER PERSONAL
DATA, OR PERSISTENT IDENTIFIERS USED IN
COMBINATION WITH ANY OF THE ABOVE)..

..FROM A MINOR MUST INCLUDE A PRIVACY
POLICY AND MUST COMPLY WITH ALL APPLI-
CABLE CHILDREN'S PRIVACY STATUTES. FOR
THE SAKE OF CLARITY, THE PARENTAL GATE
REQUIREMENT FOR THE KIDS CATEGORY IS
GENERALLY NOT THE SAME AS SECURING
PARENTAL CONSENT TO COLLECT PERSONAL
DATA UNDER THESE PRIVACY STATUTES.

S5.[(E) LOCATION SERVICES:
USE LOCATION SERVICES IN
YOUR APP ONLY WHEN IT IS
DIRECTLY RELEVANT TO THE
FEATURES AND SERVICES
PROVIDED BY THE APP.




EXCEPT FOR SMALL DEVIC-
ES SUCH AS LIGHTWEIGHT
DRONES AND TOYS, OR RE-
MOTE CONTROL CAR ALARM
SYSTEMS, ETC.

5.2 INTELLECTUAL PROPE

LOCATION-BASED
APIS SHOULDN'T BE USED TO
PROVIDE EMERGENCY SERVICES
OR AUTONOMOUS CONTROL
OVER VEHICLES, AIRCRAFT,
AND OTHER DEVICES,

ENSURE THAT YOU NOTIFY USERS
AND OBTAIN CONSENT BEFORE
COLLECTING, TRANSMITTING, OR
USING LOCATION DATA.

MAKE SURE YOUR APP ONLY
INCLUDES CONTENT THAT You
CREATED OR THAT YOU HAVE A

IF YOUR APP USES
BACKGROUND LOCATION SER-
VICES, BE SURE TO EXPLAIN THE
PURPOSE IN YOUR APP; REFER TO
THE HUMAN INTERFACE GUIDE-
LINES FOR BEST PRACTICES
ON DOING s0O.

YOUR APP MAY BE

LICENSE TO USE. REMOVED IF YOU'VE STEPPED
OVER THE LINE AND USED CON-
TENT WITHOUT PERMISSION.
OF COURSE, THIS ALSO MEANS
SOMEONE ELSE'S APP MAY BE RE-
MOVED IF THEY'VE “BORROWED"

FROM YOUR WORK.




IF YOU BELIEVE YOUR INTELLECTUAL PROP-
ERTY HAS BEEN INFRINGED BY ANOTHER
DEVELOPER ON THE APP STORE, SUBMIT
A CLAIM VIA OUR WEB FORM.

LAWS DIFFER IN DIFFER-
ENT COUNTRIES,

BUT AT THE VERY
LEAST, MAKE SURE TO
AVOID THE FOLLOWING

COMMON ERRORS: 5.2 (A) GENERALLY: DON'T

USE PROTECTED THIRD PARTY
MATERIAL SUCH AS TRADEMARKS,
P| CcOPYRIGHTED WORKS, OR PATENT-
| ED IDEAS IN YOUR APP WITHO
5.2 B) THIRD PARTY UR APP WITHOUT
PERMISSION, AND DON'T INCLUDE
SITES/SERVICES: IF YOUR
AMISLEADING, FALSE, OR COPYCAT
APP USES, ACCESSES, MONE- REPRESENTATIONS, NAMES, OR
TIZES ACCESS TO, OR DISPLAYS  \\eTapATA IN YOUR APP BUNDLE
CONTENT FROM A THIRD PARTY :
SERVICE, ENSURE THAT YOU ARE )
SPECIFICALLY PERMITTED TO
DO S0 UNDER THE SERVICE'S
£ 7 SUEE TERMS OF USE. AUTHORIZATION
e Ba LR e AMUST BE PROVIDED UPON

APPS SHOULD NOT REQUEST.
FACILITATE ILLEGAL FILE
SHARING OR INCLUDE
THE ABILITY TO SAVE
OR DOWNLOAD MEDIA
FROM THIRD PARTY
SOURCES

(E6. APPLE MUSIC,

YOUTUBE, \
SOUNDCLOUD, STREAMING OF AUDIO/VIDEO CONTENT AMAY
VIMEO, ETC.) WITH- ALSO VIOLATE TERMS OF USE, SO BE SURE TO

OUT EXPLICIT AU- CHECK BEFORE YOUR APP ACCESSES THOSE
THORIZATION FROM SERVICES. DOCUMENTATION MUST BE PROVID-
THOSE SOURCES. ED UPON REQUEST.

5.2 (D) APPLE ENDORSEMENTS: DON'T SUG-
GEST OR INFER THAT APPLE IS A SOURCE OR
SUPPLIER OF THE APP, OR THAT APPLE ENDORS-
ES ANY PARTICULAR REPRESENTATION REGARD-
ING QUALITY OR FUNCTIONALITY. IF YOUR APP
IS SELECTED AS AN “EDITOR'S CHOICE,” APPLE
WILL APPLY THE BADGE AUTOMATICALLY.

5.2 (E) APPLE PRODUCTS: DON'T CREATE AN

APP THAT APPEARS CONFUSINGLY SIMILAR TO

AN EXISTING APPLE PRODUCT, INTERFACE, APP

(SUCH AS THE APP STORE, ITUNES STORE, OR « y /

IBOOKS STORE) OR ADVERTISING THEME, AND IF YOUR APP
DON'T MISSPELL APPLE PRODUCT NAMES (IE., GPS DISPLAYS ACTIVITY

FOR IFONE, ITUNZ). ITUNES MUSIC PREVIEWS MAY
NOT BE USED FOR THEIR ENTERTAINMENT VALUE
(E.G. AS THE BACKGROUND MUSIC TO A PHOTO COL-
LAGE OR THE SOUNDTRACK TO A GAME) OR IN ANY
OTHER UNAUTHORIZED MANNER.

RINGS, DO NOT MODIFY
THE LOOK AND FEEL OF
THE RINGS THEMSELVES
OR THE DATA THEY
REPRESENT.




5.3 GAMBLING, GAMING, AND LOTTERIES:

GAMBLING, GAMING, AND LOTTERIES
CAN BE TRICKY TO MANAGE AND TEND
TO BE ONE OF THE MOST REGULATED
OFFERINGS ON THE APP STORE.

ONLY INCLUDE THIS
FUNCTIONALITY IF
YOUVE FULLY VET-
TED YOUR LEGAL
OBLIGATIONS EVERY-
WHERE YOU MAKE
YOUR APP AVAILABLE
AND ARE PREPARED
FOR EXTRA TIME
DURING THE REVIEW
PROCESS.

\ N\

5.3 (A) SWEEPSTAKES AND CON-
TESTS MUST BE SPONSORED
BY THE DEVELOPER OF THE APP.

53 m®
OFFICIAL RULES FOR
SWEEPSTAKES, CON-
TESTS, AND RAFFLES MUST
BE PRESENTED IN THE APP
AND MAKE CLEAR THAT APPLE
1S NOT A SPONSOR OR IN-
VOLVED IN THE ACTIVITY
IN ANY MANNER.

5.3 C) APPS MAY
NOT USE |AP TO PURCHASE
CREDIT OR CURRENCY FOR USE IN
CONTUNCTION WITH REAL MONEY
GAMING OF ANY KIND, AND MAY
NOT ENABLE PEOPLE TO PURCHASE
LOTTERY OR RAFFLE TICKETS OR
INITIATE FUND TRANSFERS
IN THE APP.

5.3 D) APPS THAT OFFER REAL MONEY GAMING (E.G.
SPORTS BETTING, POKER, CASINO GAMES, HORSE RACING)
OR LOTTERIES MUST HAVE NECESSARY LICENSING AND
PERMISSIONS IN THE LOCATIONS WHERE THE APP IS
USED, MUST BE GEO-RESTRICTED TO THOSE LOCATIONS,
AND MUST BE FREE ON THE APP STORE.

ILLEGAL GAMBLING AIDS, INCLUDING CARD
COUNTERS, ARE NOT PERMITTED ON THE
APP STORE. LOTTERY APPS MUST HAVE

CONSIDERATION, CHANCE, AND A PRIZE.
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